DEALING WITH NOISE AND
INTERFERENCE IN ELECTRONIC
INSTRUMENTATION CIRCUITS

SHIELDING, FILTERING AND USING LOW NOISE AMPLIFIERS

Many electronic
instrumentation and data
acquisition circuits must
deal with low-level signals
in'the presence of strong
interfering signals. If the
signal level is small
enough, even the noise
produced by amplifiers
and passive components
can obscure the desired
signal. In this article we
will look at several
s{r‘ategies for solving
problems with low signal
level amplifier systems.
These techniques include
use of a low noise
amplifier (LNA), filtering,
circuit shielding, input
leads shielding (including
professional guard
shielding techniques) and
isolation of the circuit from
the power mains.

By Joseph J. Carr

Noise, etc.

Noise can be defined as any unwanted
L ¥ signal. even though a somewhat nar-
rower definition is sometimes sought in
textbook treatments of the subject But in
the context of this article, noise can mean
the internal ‘hiss-like” noise generated in
any amptifier, the atmospheric noise in
radio receivers, 50 or 60 Hz hum picked up
from the power mains. and interference
from nearby sources of electromagnetic
radiation {e.g., radio stations or other RF
devices) Noise signals mix with. and
gither distorts or obscures the desired sig-
nals.

920084-11
¥
Fig. 1. Cascade chain of voltage amplifiers.
- 529084-12
Fig. 2. Generic electronic circuit showing use of shielding and filtering to eliminate noise
interference,

Several different forms of noise signal
can be recognized: white noise, impulse
noise and interference noise.

White noise supposedly contains all
possible frequencies, 5o gets its name from
analogy to white light, which contains all
colours. Such noise is also called gaussian
noise, although in reality it is neither
‘white’ nor ‘gaussian’ unless there are no
bandwidth limits placed on the system.
True white noise has a bandwidth from d ¢
to daylight, and beyond. In practical elec-

tronic circuits, however, there are band-
width limitations, so the noise is actually
pseudo-gaussian ‘pink’ or even ‘orange’
noise True gaussian neise can be elimi-
nated absolutely by low-pass [liltering, be-
cause il by nalure integrates to zero. given
sufficient time. Bandwidth-timited noise.
however, does not integrate to zero, but to
a low value. The effect ol low-pass filter-
ing on pink noise is therefore not total re-
duction

An analogy to pscudo-gaussian or pink
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DEALING WITH NOISE AND INFERFERENCE IN EL ECIRONIC INS1RUMENTATION CIRCULTS

noise is the ‘hiss’ heard between stations
on an FM broadcast band receiver. Much
of the noise in insirumentation systems is
due to thermal sources and has an RMS
vaiue of;

Un=Y4KTER (0

Where:

U, is the noise signal in volts {V);

K is Boltzmann’s constant (138 x 10723
joules per Kelvin);

7 is the temperature in Kelvin (K);

B is the bandwidth in hertz {Hz);

R is the circuit resistance in ohms {(Q)

Noise can be generated in a passive com-
ponent such as a resistor by virtue of i1s re~
sistance. According to Eq. (1), ina circuit
with a 1000 Hz bandwidth and a resist-
ance of 100 k€ there is 06 microvolts
(V) of noise created by molecular motion
due to temperature. Although this signal
may appear to have a very low amplitude,
keep in mind that many signals found in
practical systems have the same order of
magnitude For example in medical elec-
ronics. the electroencephalograph (EEG)
machine records minuie scalp potentials
generated by the human brain’s electrical
activity, and may have components as low
as 1o 2 V., with peak amplitudes in the
10 o 100 gV range. In that application
0.6 LV represents a significant artifacy, es-
pecialty when amplified 5,000 w 10.000
limes, a8 is common practice in EEG ma-
chines

Part of the solution to this type of prob-
tem is to keep circuit impedances in the
early stages — ie., those stages that most
of the gain follows — very low so that the
resistance term in BEq {1} is reduced to a
minimum practical value. Additionally,
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Fig. 4. a) Typical circuit for a differential
input amplifier circuit showing sources of
resistance and capacilance in the circuit; b}
equivalent circuit.
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Fig. 3. Generic instrument using a signal source and differential input amplifier. Thé
shielding prevents exiernal interference signal fields from invading the circuit — or does it?

low-pass filtering, bandpass filtering or
other methods might be employed to keep
the bandwidth term low

There are several sources of noise that
are peculiar 1o sotid-state amplifiers: shot
noise. lohnson noise, and flicker noise. In
some amplifiers these noise sources can
add up to a signiticant amplitude. Although
low-pass filtering offers relief, it is better
to specify a low-noise amplifier for the ear-
liest stages in the system

Friis’ equation uses the noise factors
(ie. tatio of input fo output signal-to-noise
ratio} to show us that low noise amplifiers
in the input stages provide most of the
noise relief for the entire system. It is for
this reason that satellite communications
or TV earth stations use Low Noise Ampli-
fiers (LNA) as preamplifiers on the dish
antenna. Similarly, analogue instrumenta-
tion and data acquisition amplifiers use a
single LNA in the front-end, and then ordi-
nary amplifiers throughout the rest of the
circuit. The Fiiis equation for a cascade
chain of amplifiers such as Fig 1 is:

NF>—1 NFy-1
NFowl= - ——
roral=NF -+ o1 + o Gi+
Ny - |

GGG+ G(N=-1) (2

Where:

NFora 1 the noise factor of the entire cas-
cade chain;

NF|, NF1, etc. are the noise factors of the
individual stages;

G|, Ga, etc are the gains of the individual
stages

Thus, we can use a single, usually premium
low notse amplifier device for the first
stage, and regular amplifiers for ali others

Low noise operational amplifiers are a
good choice, but are sometimes rather ex-
pensive A low cost alternative for many
uses is the CA3130, CA3140 or CA3160
device in the 8-pin metal can package {not

the mini-DIP!) Use a flexible heatsink of_:

the type used for TO-3 metal transistof
packages on the op-amp package, and
operate the device from 5V dual polarity
d ¢. power supplies This treatment (heat-
sinks and low power supply voltages) will
mimic low-noise operation

Other noise problems

Impulse noise is due to local electrical dis-
turbances such as arcs, lightning bolts
electrical motors and so forth. Part of this
same general type is general electromag-
netic interference (EMI) problems Such
interference is usually caused by nearby
radio transmitters, of other RF sources Iti§
not usually possible to force the transmittef
off the air, even when it is an amateur opef-
ator, because they are licensed by the Gov-
ernment to be there .. while you are not
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Fig 5. a)Simple guard shield drive cireuit
for twin shields; b) same circuit for single
shield circuits.



GENERAL INTEREST
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Fig. 6. Differential instrumentation amplifier,

active guard shield driver (amplifier Ad).

“From an engineering point of view.
your equipment might be very expensive
and quite good, and still be very poor from
an. EMI point of view. The purpose of any
electronic equipment is twofold: a) it must
respond to proper signals, and b) it must
refect fmproper signals. It is point ‘bY
where most improperly designed equip-
ment fails most significantly

" Shielding and filtering of signal lines is
the key to EMI problems. Figure 2 shows a
generic cirenit with several of the possible
correction types used. First, note that the
entire instrument is built inside of a
shjeided metal box, and the box is
grounded. Points of entry and exit are
passed through feedthrough ‘EMI filter’
ca}i_acitors. Feedthrough capacitors Ci
thipugh Cs have values of 50 pF to 2 nF
(0002 pF}y, depending on the circuit im-
pedance and which capacitor is specified
For example the signal line capacitors Ca
ang C3 will have smaller values, while
powes supply capacitor Cz2 should be larger
than 1 nF (0 001 pF).

based on operaticnal ampiifiers, using an

'

Each stage in Fig 2 is isolated from
other stages by a resistor, and has its own
decoupling capacitor (Cs and C7). The
main power bus is decoupled {Cs}, and has
a series radio frequency choke (L2) to pre-
vent RE that gets past C2 from interfering
with the operation of the circuit The input
leads are similaily filtered with L1 and C«
The input resistance (R;,) of the amplifier
and capacitor Cs also form a low-pass filter
with a frequency response that rolls off ata
—3 dB/octave rate from the -3 dB point
defined by:

1
N 2T R'm C4 (3)
Where:
F is the frequency in hertz (Hz)
Cqis in farads (F)
Ry is in ohms {2}

Not all ot the techniques of Fig. 2 are
needed, or even appropriate, in all circuits
Their inclusion was meant to show the
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Fig. 7. Dual shielding combines twin-shield and single shield concepts.

possibilities, rather than form a recommen-
dation for all applications. Select those that
are appropriate or practical for your pas-
ticular application

Suppressing local
interfering signals

Local interfering signals are created by
other electrical devices close Lo the circuit
being operated. and by the 50/60 Hz efec-
trical power mains in the building Con-
sider Fig 3. where a low-fcvel signal
source is connected to an amplifier at the
input of a larger circuit. The signal source
might be a sensor such as a Wheatstone
bridge strain gauge an electre-optical de-
tector. Alternatively, it may be a biopoten-
tial such as the EEG brain wave signal or
electrocardiograph (EEG) hcart signal
The common factor shared by these signals
is that they produce [ow levei signals and
often must operate in a high interference
environment

A common solution 1o these problems is
to use adifferential amplifier at the input of
the circuit. One of the properties ot the dif-
ferential amplifier is that its conrmon mode
rejection ratio {CMRRY} tends to suppress
interfering signals from the environment 1t
does this job because the inverting (-) and
non-inverting (+) inputs oller equal gain,
but are of opposite polarity If identicad sig-
nals are applied to the two inputs simulta-
neously, the net output voltage will be
ZBr0

When a differential amplifier is used in
a situation where it is connected to an ex-
ternal signal source through wires, those
wires are subjected to strong local signals
such as the 50760 Hz ac. fields from
neatby power line wiring. Fortunately, in
the case of the differential amplifier the
field affects both signal equally so the in-
duced interfering signal is canceled out by
the common mode rejection property of the
amplificr.

Guard shielding

Unfortunately, the cancellation of interter-
ing signals by the input amplifier CMRR is
not total. There may be for example im-
balances in the circuit that tend to deterior-
ate the CMRR of the amplifier These
imbalances may be either internal or exter-
nal to the amplifier circuit. Figure 4a
shows a commeon sensor interface scenario,
similar to Fig 3: a differential amplitier
connecied to shielded icads from the signal
source, Us,. Shielded lead wires offes some
protection from local fields but there is a
problem with the standard wisdom regard-
ing shields: it is possible for shielded
cables to manufactire a valid differential
but erroneous. signal voltage from a com-
mon mode signal!

Figure 4b shows an equivalent circuit
that demonstrates how a shielded cable
pair can create a differential signal from a
common mode signat The cable has capa-
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DEALING WITH NOISE AND INT ERFERE

citance between the centre conductor and
the shietd conductor surrounding it. In ad-
difien, input connectors and the amplifier
equipment internal wiring also exhibits ca-
pacitance These capacilances are lumped
together in the model of Fig 4b as C1 and
C2

There are also resistances in the circuit
The signal source resistances Rgy and Rsz
are generaily low, but in some cases {eg,
EEG. ECG pH electrodes, optoelectronic
sensors etc.) they may be quite high, Inad-
dition, there are also input impedances,
hoth ditferential and unbalanced to ground
(see Fig. 4a)

As long as the sum circuit resistances
are equal, and the (wo ciapacitances are
cqual, there is no probtem with circuit bai-
ance Buot inequalities in any of these fac-
tors {which arc commonplace) creates an
unbalanced circuit in which common mode
signal Ugy can charge onc capacitance
more than the other As a result, the dif-
ference belween the capacitance vollages,
Ucgy and Ucsz 18 seen as a valid differen-
tial signal by the amplitier.

A low-cost solution to the problem of
shield-induced artitact signals is shown in
Fig 5a Inthis circuait, 4 sample ol the two
input signals are fed back o the shicld.
which in this situation is not grounded
This type of shicld is catled a guard shield
circuit Fither double shiclds (one on each
input line) as shown in Fig 3a or a com-
mon shietd for the iwo inputs as in Fig 5b,
can be used

An cxample of guard shielding for the
standard three op-amp instrumentation an-
plitier, a very common differential front-
end for clectronic instrument circuits, is
shown in Fig 6 The instrumentation am-
plifier consists of A1, A2 and A3, with asso-
and

ciated resistors. If Ra=Ri Ra=Rs
Re=R7 the voltage gain of the citcuit is
given by:
40kQ R6
“”( Rt “MkaJ )

{All sesistance in kilo-ohms)

In Fig 6, the guin can be set by selecting
values for Rt and Re, which implies also a
value for R7 (which is equal to Re) Vari-
able gain control is provided by making Ri
variable Keep Ri away from zero ohms,
however, or the gain will get very high
very quickly

In the circuit of Fig 6 a single shield
covers both input signal lines. but it i5
possible to use separte shiclds In this cir-
cuit a sample ol the two input signals is
taken from the junction ol resistors Re and
Ro. and fed to the input of a unity gain buff-
erfdriver ‘guard amplificr’ (Ad) The out-
pui of At is used 1o drive the guard shield

Perhaps the most common approach to
gusard shielding is the arrangement shown
in Fig. 7. Here we sce two shields used: the
input cubling is double-shicided insulated
wite The guard amplifies drives the inner
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Fig. 8. Shielded LC EML filter for the ac. po
America).

shield, which serves as the guard shield for
the systemn The outer shield is grounded at
the input end in the normal manner, and
serves as an electromagnetic interference
suppression shield

Power line noise

Another potential source of interference is
noise and EMI signats arriving on the ac
power mains 1 can recalt digital in-
strumentation and computers in a medical
school building that acted in a schizo-
phrenic manner until it was identified that
the a.c power mains were the source of the
problem

A huamorous event while this problem
existed came about when the medical
(M.D.) and medical sciences (Ph D and
D Sc) students took the standard multiple
choice national examination i human
physiology. They used a ‘mark-sense’
answer sheet on which they use a pencil to
darken the letter corresponding 1o the
printed candiddte answer they believe is
correct. These papers were then taken to an
oplical scanner that input the answers 1o 2
computer While the scanning was going
on on¢ year, some ac power line switching
equipment started operating, sending high
voltage transients over the mains. The re-
sult was that the entire freshman class of
medicat and sciences students flunked the
national exam!

Where sensitive scientific instruments
are used, one might want to consider desig-
ning the ac electrical power mains systemnt
10 be either isolated from the building sys-
tem, of having a separate system that keeps
a separated neutral and ground conduclot
all the way back 1o the service entrance of
the building.

Figures 8 and 9 show methods for deal-
ing with severc power mains noise. In
Fig 8 we ses an £-C power tine filter wired
in the North American standard mannet
These filters are shiclded low-pass filters,
and are mounted inside of equipment as
close as possible to the point where a ¢

wer mains (wiring shown common in North’

enters the cabinet. Some filters are avail-
able molded into the a ¢. chassis connector
Exterior to the fitter is a Metal Oxide Vari-
stor (MOV) device used to suppress ac
line transients above the normal peak a ¢
voltage (some high voltage transienis can
reach 2000V tor 30 ps). '
The transformer in Fig. 9 performs two
functions. First, it isolates the equipment
electrical system from the mains electrical
system Second, it frequency limits the sys-
tem to prevent high frequency transients
and pulses from passing into the equip-
ment It is my opinion, shared by many
other engineers, that no computerized or
other digital equipment — and many types
of analogue equipment — shoutd be oper
ated in a noisy environment without one of
these transformers If the equipment is life-
support, or life-saving, as it often is i
medical applications, then it is probably
engineering malpractice to design a piece
of equipment without the rransformer.  ®

L

Fig. 9. Line isolation transformer used
with digital instruments, anatogue instru-
ments and computers 1o eliminate high vilt-
age transients, mains voitage fluctuations
and other problems. This transformer is
manufactured by Tepaz in the USA.




